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FORTNITE: BATTLE ROYALE

MICROTRANSACTIONS

New featured items are released daily and are only available to
purchase within 24 hours of their release. These are cosmetic
items, called ‘skins; ‘gliders’ and ‘emotes; which change the
look of the characters but do not improve the game play. Once
purchased, the player has full use of these in the future. The
designs are made admirable for players to purchase and even
celebrities are endorsing them. Also available to purchase in
the game is a ‘Battle Pass. When a new ‘Battle Pass’ is released,
users can play a series of chalienges to receive more rewards
(cosmetics) by progressing through different tiers. Whatever
rewards they achieve can then be used in the game.

IT CAN BE ADDICTIVE

Games can last around 20 minutes but this varies with each
game. Children may fee! angry if they lose the game and
continue to play until they achieve the result they want. The
competitive nature of the game may make it difficuit for children
to stop playing halfway through as it could affect their position
in the game.

IT CAN BE PLAYED ON THE GO

The game was released on mobile in April 2018 meaning it can
be played without a games console at home. Some schools
have reported that the game is distracting their students whilst
in the classroom. As the game is available outside of the home,
parents may not be aware of how long their chiid is on the
game.
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HACKER ATTACKS

News site Forbes said it had seen “dozens” of reports anline
by people who said their accounts had been compromised by
hackers. Hackers gained access to users accounts in the game

and spent hundreds of pounds in fraudulent charges.

TALKING TO STRANGERS
DURING SQUAD MODE

Interacting with other players in the game is part of the fun as
players can communicate with their friends and other players
in the game. Players will benefit from wearing headphones
in the game to hear footsteps from other players trying
to compromise their game. Wearing headphones makes it
difficult for parents to hear what exactly is being said and
children may be exposed to inappropriate language. Fortnite
includes really good reporting features for players either
cheating or misbehaving, and work towards having one of
the best online gaming communities.

‘FREE’TO PLAY

The game [S free to play. However, if playing on Xbox, you
will need an Xbox gotd subscription to pilay the game which
is chargable.

NO PROOF OF AGE REQUIRED

Signing up to the game is relatively simple. Users have the
option to log in with their Facebook or Google accounts or their
email address. When signing up with an email address, there is

no proof of age required. If your child is under the age of 12, it
is impaortant to check if your child has the game downloaded.

SOCIAL MEDIA SCAMS

There are many accounts on Facebook and Twitter which
claim to give away free money (known as 'V bucks’) for games
which will be transferred to their Xbox Live or PSN cards.
Any giveaway promotion from Fortnite will be in game. Itis
important to check the authenticity of these accounts before
giving away personal information in order to claim ‘v bucks’
The websites or accounts may ask you to share your account
name and password in order to claim the money; if these offers
seem too good to be true, they usually are.

WEAPONS AND VIOLENCE

PEG} has given the game arating of 12+. Even though the
game includes violence and weapons such as crossbows,
grenade launchers, rifles, pistols, shotguns and more, PEG! say
“more graphic and realistic looking violence towards fantasy
characters is aliowed. Any violence towards human characters
must look unrealistic unless it consists of only minor or trivial
injury such as a siap’, making the game ‘suitable’ for children
aged 12 and over.

Safety
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Parents can use parental controls on Xbox and PC to limit the
time your child is piaying games on the devices. Be aware that
the game is available on iOS and will scon be available on all
mobiles. With this in mind, it is worth having a conversation with
your child fo discuss and agree how long you would like them
to spend on games. Even though the games last around 20
minutes, it may be hard to take them away from a game mid
play. it may be worth using a limit of the amount of matches
they play rather than a time limit.

# 4 PREVENT THEM TALKING TO STRANGERS

There is an option to turn off the voice chat feature, which
means they wouldn't be able to talk to anybody, including
their friends. Your child will still be able to use the in-app chat
and hear other people’'s conversations. To turn off voice chat,
open the Seftings menu in the top right of the main Fortnite
page, then click on the cog icon. Open the Audio tab at the
top of the screen. From there, you can turn off voice chat.

#O LOOKOUTFORVBUCK SCAMS
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#2 RESTRICT PAYMENT METHODS e

‘Fortnite: Battle Royale’ is a free to play game, but there are still
options to make additional purchases. If you do not want your
child to make payments, ensure your card is not associated
with their account. If you are happy for your child to make
payments in the game, but want to limit spending, we suggest
using a paysafecard, or a games console gift card. These can
be purchased in specific amounts, which will allow you to
limit how much your child spends and removes the need for a
credit/debit card to be used with their account.

#5 SHOWTHEM HOW TO MAKE A REPORT

If your child believes a player is playing or talking
inappropriately, you should advise them to report them. To
report a player, you can use the in-game feedback tool
located in the Main Menu of the game. Additionally, you can
report a player in-game when spectating them.

H€ use A STRONG PASSWORD
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PlayerUnknown’s Battlegrounds, known as PUBG for short, is

an online mulitiplayer gaming experience, and one of the most

ular games in the world. Inspired by the Japanese thriller
¥students are forced

po|
ﬁ?m Battle Royale, in which a group of
to fight to the death by the government, it sees 100 players

being dropped on to the island, befare searching for useful
items such as backﬁacks, body armourand guns, and then
trying to kill each other. The last player standing wins; similar
to the game Fortnite: Battle Royale. Items are randomly placed
around the map in hundreds of deserted buildings. The game
can be purchased and downloaded to Xbox, mobiles and
tablets and PC via popular gaming platform Steam.

BATTIEGRDUNDS
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PUBG!:

WEAPONS AND VIOLENCE

PEGI has rated the game 16+, due to ‘frequent
moderate violence towards human characters
and encouragement of drug use’ The game is
based on fighting for survival, so the inclusion
of weapons, such as assault rifles, machine
guns, grenades and bow & arrows; violence and
death, is inevitable. Although some reviewers
have downplayed the gameplay as involving
‘just little puffs of non-graphic blood; there’s no
taking away from the inherently violent nature

59 of the game.
@ OFFENSIVE LANGUAGE

The game’s rules of conduct warn against using
‘extremely foul language; which suggests some
element of foul language still occurs. Some
players have complained that a lot of the bad
language occurs during the loading zone and
on the plane via the in game chat feature. There
are also players who use rude/offensive words

as part of their usernames and, becauseiitisa
live game, itis very difficult to stop users from
using bad language and hurtful words.
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TALKTO YOUR CHILD
Always have frequent conversations with your child
about their online activity. It'simportant that they
trust you and feel confident to talk about what they
experience onfine, especially if they hear or read
something they believe is inappropriate, offensive or
makes them feel uncomfortable.

LIMIT GAMING SESSIONS

Games like this can be highly addictive. Take notice of

how much time your child is spending on their devices
and have a conversation with them about how long you
would like them to spend playing games. it can be hard to
take them away from a game mid-play, therefore it may be
easier to limit the amount of games they play rather than

setting a specific time-limit.

AGE LIMIT
Always check age ratings and check the game out yourself
before letting a young child play it. Remember that
PlayerUnknown's Battleground is rated PEGI 16, so no
matter how used to gaming your child is, it doesn’t mean
this game will be appropriate for them.
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TROLLING ENEMIES

Players are doing whatever they can to

aggravate the opposition. Honking virtual car

horns, watching a live stream to determine a
player’s location in a game and other tactics
are rife in PUBG. Further to this, the live chat
function allows all players to communicate
with each other during gameplay which
opens up the opportunity for trolling. On
occasion the conversation may transition
from light-humour to serious harassment.

HACKERS AND CHEATS
Earlier in 2018, PUBG developer Bluehole
announced that 15 people had been arrested
on suspicion of developing hacking/cheating
software as part of an ongaing investigation
with ‘multiple partners and judicial
authorities’ in China. Hackers have also

been suspected of using viruses to control a
game player’s PC, scan their data and extract
information illegally.

UNDERSTAND WHY THEY PLAY
Online multiplayer games usually have no ending and
gamers enjoy creating and building relationships with

other players which can provide a community feeling and
an escape from reality. Show your child you understand

why they enjoy playing but explain to them how easy itis to
become dependent on online games.

REVIEW PAYMENT METHODS

You don't need to pay to play PUBG on your mobile
device (you do have to pay on Steam and Xbox) so ensure
you have an agreement in place that requires children
and teens to ask for parental permission before buying
a product. There are also additional in-game purchases
~ 50, if you do not want your child to make payments,
ensure that your card is not associated with their
account. There is a payment option calied Paysafecard,
which allows you to make payments online without the
use of abank account or credit card. Because you can top
up balances, it makes it easy to control spending.

pubg-a-lot-of
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MICRO TRANSACTIONS
Players are offered the opportunity to buy
new weapon skins and cosmetics. These items
are updated regularly, and they are available
to buy using in-game currency known as
‘Battle Points’ These are earned through
killing people, having a higher survival time
and inflicting damage on other players,
however for players that don’t want to wait,
there are ‘keys’ that opens crates to weapons,
skins and cosmetics. All keys cost real money
and can be purchased through the Steam
marketplace.

IT CAN BE ADDICTIVE
Games like PUBG and Fornite have become a
huge distraction in schools and due to their
competitive nature, children are finding
ithard to stop playing the game part way
through. Some teachers say children try to
find different ways to keep playing the game
during class. Parents have also reported
that their children have become aggressive
and argumentative when they can't play the

REPORT ISSUES
If your child has seen or heard anything inappropriate,
it'simportant that they know how to report it. You can
report a user in the settings within the game, or you
can report users within the community section of the
Steam platform. The in-game report systemis the fastest
way to reporta user directly to the PlayerUnknown’s
. Battlegrounds team. Make sure your child knows how
to do this if someone in the game upsets them or makes
them feel uncomfortable. Anyone that does notfollow the
rules of conduct will be suspended.

PROTECT PERSONAL INFO
Your child may unknowingly give away personal
information during 2 game, including their location. Talk
to them about what constitutes as‘personal information’
and make sure they do not disclose anything to anyone,
even to their friends. Advise them to remove any items
if they are live streaming themselves playinga game

{school uniform, street name etc) that could potentially

expose their location or information about them.
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SNAPCHAT

While the Yubo app doesn't directly
link to Snapchat anymore - users
still tend to share their Snapchat

usernames on their profiles, making

them very easy to add on Snapchat
without ever speaking to the
individual. On Snapchat, if your
child’s location feature is switched on,
there is a high chance that strangers
can find your child’s exact location.

LIVE-STREAM FOOTAGE

Yubo says it uses a combination of technical tools
and human moderators to check the content
created by Yubo, but because users can comment
on footage in real-time, it could mean children
could be exposed to derogatory or unpleasant

language. Media reports indicate that teens are \
being pressured into undressing live on camera for
strangers, sending nude photos, and even lured
into face-to-face meetings on Yubo. Any users can
take screenshots or copies of live streams, alter
them and share them with others.

WHO IS USING YUBO?

Although its official guidelines suggest the app
is for people aged 18+, those aged between
13 and 17 can create a profile with parental
permission. Furthermore, the app does not

verify ages or identities upon sign-up, leading
to fears that it could be exploited by those
seeking to target children. Adults can set up
fake profiles for sexual reasons, while children
younger than 13, with access to the internet,
could pretend to be older than they are.

BULLYING & MENTAL HEALTH

The way Yubo works is users‘swipe’ to accept or decline to talk to someone. Whether users accept or
decline is all based on based on their profile picture, meaning there is the potential that children may be
left with low self-esteem if declined. Receiving comments about their appearance can have a negative
impact on a child’s emotional wellbeing, leaving them feeling less confident about how they look or how

interesting they are.

swipe to make
even mora friands

-
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Lola

SPAIN, Madrid
[ 2 Bullying includes actions such as making threats or spreading rumours about people. As users have the

ability to screenshot copies of live streams and private messages etc., they can use these screengrabs as
(f y forms of blackmail, making the person feel victimised, embarrassed and unsafe.
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L

-—*""“'-— National
, Onlme

-/ Safety

warents

HAVE A CHAT

Start a conversation your teenager so that they know
how to stay safe online. Don’t be embarrassed to
talk about inappropriate online content online with
your children and look out for secretive or reserved
behaviour when it comes to their internet devices.

i)

DISCUSS YUBO GUIDELINES

Take the time to go through Yubo’s Community Guidelines, which
all users receive a link to, when they sign up to the app. Anyone
that does not follow the guidelines may have their content
removed or account suspended. Guidelines include advice not to
post any fake pictures or pretend to be someone else.

| T
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YUBO GUIDELINES FOR PARENTS

Yubo offers a guide - http://parents-guide.yubo.live - aimed at
reassuring parents about their child’s usage. It explains how
the app works, how children can stay safe and outlines its ‘five-
step approach to safety’ including Sign-up, Profile Settings,
Community Guidelines, Moderation and Reporting.

REMOVE LOCATION FEATURE

In their Profile settings, children can hide their city and choose to
connect with people who are only within a certain radius of their

e e s e B | TP s . | tip is to avoid profiles with only one photo as these are often ‘catfish’

ENCOURAGE RESPECT

Remind your teenager to always consider what they are
about to share online and to think about whether they
would do that in the ‘real world; or posting something they
may at a later date. Encourage your child to think about
the language they use online and to think carefully before
making a comment on content posted by someone else.

" A

AVOIDING UNEXPECTED IMAGES

L Yubo suggests that teenagers ask the person they are talking with
to share a picture of themselves with a spoon on their head to prove
they are really the people they say they are in their picture. Another

)

- someone who pretends to be somebody else by creating false

Wk identities.
REPORT SUSPICIOUS ACTIVITY

Report any suspicious activity You can report any concerns by
clicking on the flag icon within the app or by visiting Yubo's Safety
Centre at http://safety.yellw.co. This includes pornographic,
sexually implicit content, bullying, grooming and fake accounts.

PREPARE FOR ‘GOING LIVE’
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EXPOSING YOUR CHILD’S
EXACT LOCATION

The ‘Snap Map’lets you share your EXACT location in real-time
through a map on the app. The users location updates when the
app has been opened on the device. There is a warning on the
Snapchat website abaut uploading images and videos to ‘Our
Story; stating that “Snaps you submit to Our Story can still show
up on the Map, no matter what location setting you choose!”.
When uploading to Our Story, you child’s image or video could
appear in “Search results and Stories on or off Snapchat - today or
in the future”

SCREENSHOTS & SAVED
MESSAGES

While Snapchat’s gimmick is that all photos, videos and text
disappear eventually, users still have the capability to screenshot or
record what has been sent to them. Users may sometimes forget that

screenshotting is a possibility in the app and send a compromising
image or message to somebody that they think they trust. They
may also accidentally send an image or message to somebody
who they do not trust. Simply by pressing and holding a message,
allows the user to save a message they have received, which can be
screenshotted or used against them at a later date.

M@ Online

’ Safety
DISCUSS THE RISKS OF SEXTING

It can be slightly awkward talking about this
topic with your child, but if it helps them protect
themselves, then itis worth it. Talk to them about the
consequences of sexting and make sure that they're
aware of the risks. Ensure your child knows that
‘Snaps’can be screenshotted. Teach them that if they
post anything potentially embarrassing or harmful
(either of themselves or someone else) it can have
severe consequences; the message, image or video
can be shared further.

REPORTING A STORY, LENS,
FILTER, SNAP OR MESSAGE

If your child comes across inappropriate Snapchat
content, which may be sent directly to them or in another

q person’s story, advise them to report it immediately.
This may include an inappropriate lens, filter, message
or Snap. To report an offensive lens, they should open
the app and select the lens they want to report. An info
button will appear above the lens. Click this, followed
by the flag icon. This will send a report to Snapchat for
further investigation. Reports can also be made on the

r Snapchat support website:
. | # J ':)r support.snapchat.com.
H T
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Snapchat is a photo sharing app for mobile phones
and tablets. The app allows users to share images,
videos and chat with friends. Users can share images

and videos directly to specific friends, or throug
a’story’ shared with their entire friend list, which
documents the last 24 hours. In a study, Snapchat
was ranked the 4th most negative app in terms of
having an impact on young people’s health and
wellbeing, with children feeling that they can use the
app Snapchat to “make you look pretty”.
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SEXTING

Due to'Snaps’ disappearing, {users can even send a one second
photo or video}, Snapchat has become the chosen platform for
children and young peaple to send sexually explicit images or
‘seffies’ Once a photo/video has been screenshotted, or recorded
using another device or software, this can lead to further dangers,
stich as blackmail and cyberbullying. It is illegal to make, possess,
download, store and share sexual images, photas and videas of a
person under the age of 18. This also includes any sexual images,
photos and videos that a child may have taken of themselves.
However, if a young person is found creating or sharing images, the
police can choose to record that a crime has been committed, but
taking formal action isn‘t in the public interest.

y

Top Tips

USE‘GHOST MODE’

We highly recommend enabling Ghost Mode on the
app so that your child’s location will no longer be
visible to anyone on the ‘Shap Map' To enable this, go
onto the Snap Map and tap the cog in the top-right
corner. Here, change the setting to ‘Ghost Mode!

***NEW FOR JULY 2018***

HOW TO DELETE A MESSAGE

Advise your child never to send any negative messages
(orimages through gallery in the chat on the app) as
screenshots can still be taken. You should also advise

your child to screenshot any negative comments
that they receive as the sender can also delete them,
To delete a message, simply press and hold the sent
message and press delete.

‘Snap Streaks’ are gained when snaps have been sent back and
forth consecutively between friends. The longer that Snaps are !
sent between users, the longer the streak becomes. Furthermore,
Snapchat rewards users who have achieved high Snap Streaks,
by gifting emojis, adding incentives for users to keep the streaks.
Children invest time into making their streaks:as high as possible:
this can put an incredible amount of pressure on children and
their friendships to make sure their streaks are continued. I_{.

***NEW FOR JULY 2018***
LENS EXPLORER

The Lens Studio on Snapchat gives users the freedom to use
their imagination to design their own filters for themselves
and others to use. Snapchat states that the lenses users create
“must comply with our Lens Studio Submission Guidelines
and Community Guidelines and must be appropriate for
Snapchatters ages 13+ The Lens Explorer in the app now
allows users to choose from thousands of these creations
to aiter their snaps. Anyone can create a Lens for Snapchat,
which opens opportunities for age-inappropriate content to
be uploaded.

[arens

RESTRICT STORY VIEWS

Your child can add videos and images to theit‘Story’
throughout the day which will last for 24 hours. By
defauilt, anyone in a users friends list can see their

story. We recommend checking the privacy settings to
ensure that this has not been edited. This can simply

be done in the apps settings under the ‘Who Can View
My Story’ section. The options to choose from are‘My
Friends; ‘Everyone’ or ‘Custom’- we suggest that it is

set to'My Friends'

TURN OFF ‘QUICK ADD’

‘Quick add’ helps friends find each other on the app.
This is based on mutual friends or if their number is
in their phone book. Explain to your child that this
feature can open up their profile to strangers. We highly
recommend that your child turns off the ‘Quick Add’
feature. This can be done in the settings.
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Amid the excitement of the world’s biggest &
football tournament, it is important to stay
vigilant online and make sure your child is
aware of the potential dangers that they may
be exposed to. Like all large events, the
popularltl and scale of a football tournament
can become a significant target for

cyber-attacks, with fraudsters looking to
exploit football fans with an influx of

tournament-related scams, malware, fake

\_ merchandise and fake ticket offers. >

Parents online safely duide for a

& SUMMER OF FOOTBALL

—

PRIZES & TRAVEL SCAMS
GAMBLING There have been reports of emails and text messaging scams,
An estimated 370,000 children in Britain gamble each clajming that re‘cipien(s have been selected as a lottery prize
week, according ta the UK’s Gambling Commission, with winner by official tournament sponsors and have won large
70 percent of children aged 11-16 being exposed to . sums.ol maney. The scammers try to collect persanal
gambling on social media, There are many gambling apps FAKE MERCHA mformatl?n anfi copies of do:urvents, sufh as a passport, as
available to download which do not require age checks, From foothalls to flags and boots to Pefllica shirts, proof of identity m’ord.er (odEm GG Al (s
meaning your child can sign up and place bets with ease. poor-quality and fake merchandise is being sold online at [ PRESUCHG) d°'95" texist, b_“‘ f’a_“_‘j“e" <an thf“ B3 the
Your chifd may be shown online adverts and pop-ups ‘knock-down’ prices. Some scammers are also selling information prOVIfied to steal |dent!t|es. lother‘phlshlng' S
when using the internet, promoting ‘free to play’ games football paraphernalia purportedly signed by famous to watch out for include f:ffers of t_uket-lnfluswe ho.spltallty
associated with football, including daily scratch cards with footballers with fake ‘certificates of authenticity’ Whilst packages, accommodation-booking services and flights to
big prizes up for grabs. replicas may look similar to the authentic merchandise, itis match-hesting cities.
more than likely to be poor quality and there are no

FOOTBALL STREAMS WITH MALWARE consumer rights if it starts to fall apart. PHISH'NG PAGES SELLING
Football matches are available to watch online, but VIRUS-LADEN SWEEPSTAKES MATCH TICKETS

cybersecurity experts warn that fraudsters are using Phishers are selling fake match tickets through
streaming links to trick fans into ‘downloading malicious & WALL CHARTS fraudulent branded websites and other online
code and unwittingly give up account credentials’ A current There are hundreds of free printable wall charts and marketplaces. Children may fall victim to
common type of malware is known as ‘cryptomining; this is sweepstakes available to download online, allowing purchasing a fake ‘free’ tickets through these
when programs are loaded into people's computers and children to track football tournaments, but sadly, not all websites or pap ups which are made to look
used to secretly mine cryptocurrency (like BitCoin). links and attachments are genuine. Cybercriminals may appealing. England's games have been spotted
Researchers say one recent football-streaming miner was share links on social media, through emails or text among the fakes, with some tickets being
distributed via Google Play and downloaded by more than messages to websites that are infected with malware or advertised online for thousands of pounds.
100,000 users. seek to obtain personal information.
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HOW TO SPOT GAMBLING KEEP FINANCIAL DETAILS SECURE STREAM SAFELY

Experts warn that gambling is ‘causing more Have an agreement in place that requires children to Children that watch football action via streaming
problems than street drugs among children ask for parental permission before buying any World sites could be putting their devices and personal
because they get hooked and once they feel the Cup-related games, apps or merchandise. If you do privacy at great risk. Make sure all their devices
buzz they can’t stop’. If you are concerned that not want your child to make payments online, ensure are running the mast up-to-date versions of the
your child is gambling, be alert for physical or that your card is not associated with their online operating system, security software, apps and
emotional changes, problems at school or accounts. You could set up a separate bank card and web browsers to stay protected against malware,
unusual online activity. You could monitor their account with a limited amount of money, specifically viruses and other online threats. Speak with your
devices to see if they have any gambling apps for online purchases. This wiil help to avoid serious child about the dangers with data-capture
downloaded. Encourage your child to talk freely financial losses if your bank details are stolen. One surveys and prize giveaways from brands and
about their feelings, explain the dangers of payment option called Paysafecard allows you to websites that they don't know or trust.
gambling and try to keep them engaged in family make payments online without the use of a bank L
activities. account or credit card. Because you can top up
\ balances, it makes it easy to control spending.

\ J
7 RESIST THE URGE TO BUY
UNOFFICIAL MERCHANDISE
AVOID UNOFFICIAL PLAY SAFE WITH FOOTBALL Your child may want to show off their football
allegiance, but this can hit your wallet hard. They
TICKET SOURCES ‘(" T DOWNLOADS may search for clothing and merchandise online
Make sure you child is wary <) 4 There are plenty of safe places to download football that they want you to buy and think they have
of anyone offering tickets W wall charts and sweepstakes to keep track of all the found a bargain, but cheaper alternatives are
online. If you are wanting to action. So, advise your child to avoid clicking on links Iikelyto be fake. Explain to your child that fakes
buy tickets for you and your offered by strangers or social media profiles they _ will often have spelling mistakes or other
family, only buy tickets from don’t know. Look to well-known sources to download dlsténgfu:shlgg marks, it mba); be poolr qu»ah({hor
q o . . made from dangerous substances, leaving the
he Ofﬁ;',:Lt;icttest selling wall charts and ge(tithem to sheck with you before product unusable or even unsafe. You or your
y ownloading. child can report fraud and cybercrime online at
www.actionfraud.palice.uk.
AN AN
SOURCES

https://www.mirror.co.uk/money/fake-tickets-costing-people-hundreds- 12698684
https://sputniknews.com/asia/201806141065422160-Chinese-Seize-Fake-FIFA-Merchandise/
http://www.open.edu/openlearn/ y busi tudies/fake-football-shirts
https://ww depend co.uk/sport/football/world-cup/world-cup-streaming-free-live-feeds-oniine-faotball-soccer-risks-cyber-crime-a8398531.htmi{
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