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LIMIT SCREEN TIME

In today’s digital age, technology is an important
part of a child's development so completely banning
them from their device will mean they are missing out
on a lot, including conversations and communication
with their friends. Rather than banning them from
using their devices, we suggest setting a screen time
limit. Work out what you think is a suitable and heaithy
amount of time for your child to be on their device
)’ per week. Remember that your child may need to use
devices for their school homework so only set screen
limits on recreational fime on their device. Once you
have established this, have the conversation with them to
discuss why you are implementing a screen limit. There will
be others in your child’s friendship group who will not have
screen limits set and will be sending messages when they do
not have access to their phones.
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ENCOURAGE ALTERNATIVE ACTIVITIES

It may seem like an obvious solution, but
encouraging children to play with their friends, read
a book, or playing outdoors will help them realise
they can have fun without their device. Playing
~ football, trampolining, camping, going for a walk
or swimming are all healthy replacements for
i, =pi] screen time. Try to join them in their outdoor
J S
P e activities to show your support.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if
their parents are constantly on their device, they
will see this as acceptable. Try limiting your own

IT CAN CAUSE SLEEP
DEPRIVATION

7 out of 10 children said they had missed
out on sleep because of their online
habits and 60% said they had neglected
school work as a result. it is important that
children get the sleep they need in order
to focus the next day.

APPS CAN BE ADDICTIVE

Apps have been designed with ‘psychological
tricks’ to constantly keep grabbing your
& aftention. One example of this is on the app
& Snapchat, where you can gain 'streaks’ when
interacting with your friends. If you don't respond, you
! lose the streak. This addictive nature of apps aims to engage
children and keep them coming back for more.

Tips

CONFIDENCE, SUPPORT &
ACCEPTANCE

The Children’s Commissioner report ‘Life in
Likes’, explored how children aged 8-11 are
using social media today. It showed that
children are using their devices to speak to
their online friends about their problems and
seek ucceplance and support, removing
face to face interactions.

LOSS OF INTEREST IN
OTHER THINGS

Your child may become less inferested in
anything that does not include their device.
You may notice that your child is missing
school fime and generally being less engaged

with other activities in the home. It is
important to discuss this with your
child as soon as you nolice a
behaviour change.
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LESS TIME MEANS LESS EXPOSURE

There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means that a child will
be less exposed to these risks.

MOBILE-FREE MEAL TIMES

Have you tried to settle your child by giving them a tablet at
the dinner table or restaurant? This may seem like a quick fix ‘
to calm them down but in reality, it is encouraging them to
use their device as a distraction from conversation and
dealing with their emotions. We suggest removing il
technology from the dinner table and having
conversations with your family about how ‘

their day has been.

REMOVE DEVICES FROM THEIR BEDROOM

Setting a rule about removing devices from bedrooms will help
your child to get the sleep they need and be more focussed
the next day at school. 20% of teenagers said that they wake

up to check their social network accounts on their devices.
Even by having a device switched off in their bedroom, they

may be tempted to check for nofifications.
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SIGN UP PROCESS &
AGE RESTRICTIONS

Most live streaming apps have the age restriction of 13
and above. It is important to note that some platforms
do not require proof of age when signing up to the app,
meaning that anyone can register an account. This also
opens up the opportunity for people to lie about their age

to seem older or younger.

RECORDINGS OF YOUR CHILD
Each streaming app and website that allows live streaming
has different rules about how they store their live videos
once completed. For example, a live stream on Periscope
will be automatically deleted after 24 hours but apps
such as Facebook and YouTube allow the video to be
posted on the app afterwards and will only be deleted
once the creator decides. It is important to know that

deleting a video will not stop it from being shared. A live

stream can be recorded {or screenshots can be taken) by
other viewers using certain softwares and then shared
on other platforms. According to research conducted by

the Internet Watch Foundation {IWF), they found that the

apparently recorded illegal videos of live streams were
redistributed on other sites.
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Live streaming is the term used to describe the broadcast of a
real-time video from a mobile device, tablet or games console. Many
live streaming apps have the functionality for interactions from
viewers, such as commenting, live chats and sending reactions during
the broadcast. Live streaming opens up a world of excitement for
children, where they can watch live concerts, their favourite celebrities
and bloggers/vioggers, connect with their friends, watch live gaming
and much, much more. Whilst there are many positives with live
streaming, it creates a wortdwide platform for unsuitabie content to be
streamed and creates a host of dangers for children.

Internet
Watch
Foundation

of child sex abuse live
streaming victims are

13 orunder

Periscope
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’ WHO IS WATCHING YOUR CHILD?

If your child's privacy settings are not setup
effectively, anybody can be watching their live
streams. One of the main characteristics of live
streaming is its ability for videos to be instantly

shared all over the world, but this creates the
opportunity for more people to watch anybody.
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LIVE CONTENT
As the streams are live, children can be exposed
to something inappropriate instantly. Most
live streaming apps will have fiiters, rules and

guidelines in place to ensure that their services are
monitored. They will also have report buttons where

inappropriate content will be sent for review. Keep
in mind that a report may not be dealt with instantly

which means your child will be further exposed to

WHAT IS YOUR CHILD WATCHING?

inappropriate content during a live stream.
Live streaming apps don't just allow children

to stream their own videos, they can also watch

GROOMING
There have been recent reports of paedophiles
coercing children as young as 3 on live streaming
apps. Due to the anonymots nature and lack of
identification needed to sign up to some apps,
almost anyone has the opportunity to sign up and
use the service. Users can use fake identities to sign
up to the apps and watch/stream videos. Recent
research by the IWF revealed that children may be
asked to do things and perform 'suggestive acts’
during their live stream by strangers.

other peaple’s streams. Anything can be streamed,
at any time and any piace, including violence,
graphicimagery, nudity, illegal behavior, drug use,
profanities etc. Most live streaming apps claim to
monitor live streams and will take action to stop
any that do not adhere to their guidelines. But,
with millions of live streams each day, it makes it
extremely difficult to monitor every one.
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PROTECTING THEIR ‘REP’

What your child does now may affect their future
opportunities, and itis important that they have a
good understanding of this. As the videos are live,

it may lead to the misconception that whatever
happens in the video will disappear once the live
stream ends. This is incorrect. Talk to your child
about how what they stream cannot be undone and

has the potential to affect their online reputation. J

™
REMOVE LINKS TO OTHER APPS

Some live streaming apps/websites give users the
ability tolink and share the content through other
social media platforms to share their video further.

For example, a live stream on Periscope, can be
shared on Twitter and Facebook during the stream,
if the accounts are connected. While this may seem
like a good idea to show the video to more people,

the privacy settings may differ on each app, opening

up the opportunity for unwanted viewers to join the

stream. We suggest checking the privacy settings on

each app and where possible, only streaming on one

app at a time to have more control over who sees the
live stream.

-

TALK REGULARLY WITH 5

YOUR CHILD

Ask your child what live streaming apps they
are using and how they are using them. Are they
watching live streams or making their own? What i
types of live streams do they like watching? If they ‘

PRIVACY SETTINGS

Each live streaming app will have its own privacy
settings with options varying from platform to
platform. Generally, we advise that your child's

account is set to private. This will ensure that only
their friends/followers will see their live stream. It
is important to check each app to ensure that the
privacy settings are in place to protect your child
from strangers viewing their streams and engaging
in conversation with them. Most apps settings will
allow you to turn off the chat feature during a live
stream, restricting conversations, but live chat is
part of the fun’ when it comes to live streaming.

are under 13, itis strongly advised that they are not
using any live streaming apps due to the dangers
involved, but you may feel that your child should not
be using the apps even if they are over the age limit. |
With live streaming such a popular feature on apps,
itisimportant that you are aware of the dangers i
associated with live streaming to effectively protect
your child. b

BE PRESENT

In a recent study by the Internet Watch Foundation
(IWF) over a 3 month period, 96% of streams showed a
child on their own, often in their bedroom or bathroom.
If your child is going to conduct a live stream, ask them

if you could be present for it. This will give you an
opportunity and a better understanding of what your
child is doing during their live streams and who they
are streaming to.

p—
PROTECT PERSONAL INFO

Your child may unknowingly give away personal
information during a live stream, including their
location. Talk to them abeut what constitutes as
‘personal information’ and make sure they do not
disclose anything to anyone during a live stream, even
to their friends. Advise them to remove any items in
their live stream (school uniform, street name, posters
etc.) that could potentially expose their location or

L

information about them.
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¥ 3 What is ‘Trolling’?

‘Trolling’is a form of internet slang. A ‘troll’is described
as somebody who deliberately posts negative or
offensive comments online against others. A troll will
TROLLING ultimately post something offensive to provoke an
individual for a reaction. Trolls use social media
accounts to post their opinions which may be
anything from racial, homophobic or sexist hate. The
motive maybe that they wish to showcase an opinion,
or generate humour, however the pragmatics of what

they post could be much more damaging. Trolling can
lead to devastating consequences for some victims.

Where does ‘Trolling’ occur?

Trolling can happen to anyone, at any time when
using the Internet. Trolls tend to target people
they don't know, for example, celebrities, in
order to try and provoke a reaction from their
fan base. It’s important to recognise that ‘trolling
can occur on any online platform where
communication is possible. Social media is the
most common platform for trolling, due to its
accessibility and ease of sharing posts.

“I've seen doyg food
that’s betier looking
than you!"
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What is the law?

From 2016, the CPS were able to exercise new laws
that could see those who create “derogatory
hashtags” or post “humiliating” photoshopped
images jailed. They also announced the launch of a
hate crime consultation, issuing a series of public
policy statements centred on combating crimes
against disabled people, as well as racial, religious,
homophobic and transphobic hate crime.

Trolling offences include:
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Coercion and control
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